%

smarlid

Intelligent fraud prevention

Al Platform for digital banking
+125 billion transactions - +12 billion protected sessions



The banking fraud
problem

7
Alarming Increase High Costs
33% of fraud from social engineering. 90% Each fraudulent transaction costs 4.59 times
more cases of stolen devices. 113% its value. Banks and fintechs lose clients
increase in malware fraud. and money.




The banking fraud

1. Phishing 2. Hijacking / Hacking 3. Malware

Usually occurs from a new device. - Cookie theft - Runtime App Self-Protection
The attacker cannot easily replicate - Simultaneous sessions on (RASP)

normal user behavior. Transactions different channels _ Integrity Checks

carried out by an attacker typically - Bot and emulator detection

. - Threat Intelligence
differ from normal ones.



Financial

Fraudin
LATAM

smarlid

Causes millions in
losses across

Traditional solutions are
no longer enough.

Our Suite has achieved
zero fraud In electronic
channels for our clients.

IS a cloud-based
security service powered by
Artificial Intelligence that
identifies users, devices, and
transactions, enabling real-time
prevention of cyber fraud




smarlid

Comgrehensive

solution

DEVICE IDENTITY

RECOGNITION I VERIFICATION
. OPERATIONS AND TRANSACTIONS .

MONITORING
MULTIFACTOR
Al S§MACHINE AUTHENTICATION

LEARNING




Unique features

Multi-device and APl integration
Native SDK for mobile devices (Android / Apple) and JavaScript SDK
for Web applications.

Admin Console & Data Analytics

Provides reports for retrospective and proactive forensic data
analysis, as well as a graphical interface to examine and investigate
data trends.

Real-time service suspension
Your company will have the flexibility to stop the use of any device
due to electronic fraud and credential or identity theft.



User

smarlid

Devices

How does it work?

Integrated cybersecurity strategy and regulatory compliance

Authentication

Authentication and Authorization

- ldentity Verification

Electronic
Channel

4 -

- smarhid

Behavior Module

- User Behavior

- Device Behavior

- Transactional Behavior
- Artificial Intelligence

)

6

Valid Session

®

Compromised Session

= Send Notification

= Request 2FA




Authentication and
Authorization

W Multi-Factor
|dentity Authentication
verification Enablement




|ldentity
verification

: Ildentity verification
Verifies that your user's identity document is valid,
belongs to the user, and is trustworthy.

Biometric verification
Checks that a user's photo matches validated sources and
passes video liveness verification.

Government Data

Verify that the data your users submit matches official
government records (Renap). If there is a match, you can
be sure your users are real people and their documents
are valid.

smarlid
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FACIAL RECOGNITION

Stable and robust facial recognition under
varying lighting conditions.

LIVENESS DETECTION

Anti-spoofing that enhances security and
identification through liveness verification
in facial recognition.

FACIAL DETECTION

Fast and accurate facial detection (even
with a mask), in both still images and
video.

70 FACIAL FEATURES

Detection of 70 facial points, with smooth
feature tracking in video.

FACIAL EXPRESSIONS

Automatic recognition of expressions like
blinking and smiling, in both images and
video.

GENDER AND AGE
RECOGNITION

Automated gender and age recognition, in
still images and videos.

MASKED FACE DETECTION

Automated detection of mask-covered faces, in photos
and videos.



Enabling

Authentication

smarlid




MOBILE

SOFT TOKEN

This delivery method allows you to easily access

vour Tokens on your phone, which are generated
offline, with the design and integration you require.

It also features an easy-to-integrate SDK that can be
embedded in any app you choose.

smarlid




NOTIFICACIONES

PUSH

DSToken offers the ability to receive Push
notifications through the Softoken app, allowing
users to approve or deny their transactions securely\g
and reliably. \

smarlid



Enabling Authentication

TOKEN CODE TOKEN CODE
Manage Manage

Z O & Z 0 Transaction Confirmation
@

Suspicious activity detected, please read
carefully and confirm these details:

02 February

Have you logged in from a new Widows
10 device from the Chrome browser,
Guatema. On 22/09/2023 at 10:30 04?

Notification

S i Authentication
02/02/2026

An attempt is being made to transfer to
third parties from account 10920394

for an amount of Q3,000 GTQ.

| understand the transaction and am Unauthorized transaction
totally responsible for it.

We have successfully canceled this
transaction.

Slide to authorize —

Cancel and report fraud

Cancel

smarlid
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I\ J

Login with push notification
and liveness check

0




Login with Push
Notification

1. Enter username and select "Login with 2. Screen shown to approve transaction from
Passwordless” registered device

i\ Smart Banking

Welcome to your virtual bank A— X .
Y Check your notifications on your mobile device

Sign in , N r ) ; Lt Approve the login on your trusted movile device

Welcome to your virtual bank

Log in

Username *

Ivego9592|

Username *

Ivegas5592
Password *

Waiting for approval

SIGN IN WITH PASSWORDLESS

RECOVER USERNAME OR PASSWORD
FORGOT USERNAME OR PASSWORD

' ?
Don't have a username yet? : e | ’ Don't have an account yet?
Create your username in minutes X - v 1l 4 ) - Create your account in minutes

CREATE USERNAME - £ B oo gretienTanm. O ey S LT e ' CREATE ACCOUNT




Login with Push
Notification

3. Open Push Notification 4. Perform liveness check 5. Open Push Notification

Notification




Login with Push

Notification

A\ Smart Banking

Welcome, Lesther Vega
Last login: 1/4/25 12:22 hours

7y

© W Ch

Lesther Vega

Home

Financial Products
Transfers
Payments
Operations

Account Statements

Favorite Products

Monetary *

[

v

HECTOR JESUS RAMOS LOPEZ
170070005520

6. Successful login

Resultsperpage 5 ~

Total Balance: Q.82,143.67 0

Available Balance

1-10of1

Q.82,105.17

LestherVega & 2]

Buy Sell
GTQ770 GTQ7.82

Quick Actions

| Transfer Type v
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Login on mobile app with
liveness check @
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PasswordLess

SmartVerify

Log into
banking

Generate web
token

Login on

«/ Smart\Verify

A

Favorites

Checking

170070005520
HECTOR JESUS
RAMOS LOPEZ

Accounts

*

Q 82,105.17

Available balance

DETAILS




Security Module

Operations and

transactions Device recognition
monitoring Al and Machine
Learning
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Connection History

First Connection

Visit Date

22/04/2025 19:54:44

21/04/2025 23:30:30

21/04/2025 15:42:10

20/04/2025 15:00:50

19/04/2025 09:34:02

Devices Used

22 APR. 2025 19:54

Country

Guatemala

Guatemala

Guatemala

Guatemala

Guatemala

Device Maintenance

Last Connection

190.56.55.133

190.242.51.146

190.242.51.146

190.242.51.146

190.122.184.122

/0

Total Records

User

SmartiD

59317¢c r[j

59317¢ I_D
cbfe58 ID
59317¢ I’lj

59317¢ I‘D

2

Unique Devices

Connection History

0
5 nb Qd
302 2 P
N Nk N\
A ® 2

Records History by Device

cbfe58

Android 14

Guatemala, Guatemala

Times Used Unique Users

4 1

Associated Risk
[l

Last Login
22/01/2025 13:27:59

Used Devices

Device Maintenance

59317¢

i0S 18.1.1

Guatemala, Guatemala

Times Used Unique Users

52 1

Associated Risk
]

Last Login
16/01/2025 09:05:28




Device

Connection history Device details

Connection History Device Details

2025 16:18 21 APR. 2025 21:50 26 ‘1 4

First Connection Last Connection Total Records Unique Users

Device Detail

Type Model
SmartPhone iPhone 15 Pro Max

Operating System Version

i0S 18.3.2 Risk associated with the device

SmartiD Encrypted User No Risk

21/04/2025 21:50:58 80f9d66d-b12¢-416d-899¢-60f70b5e05¢2 d7b060472ac50c627€1728acdBe6d14804315d73 1\ p 0178 MFSINIXVKRP3C3mANChr

7bc29500af857a15ab3d572b Country with highest device origin IP address with highest device origin

186.151.64.46

o 1829172e1474d0b2cdac406fa8f7cce580cbcee7b
20/04/2025 20:04:30 80f9d66d-b12c-416d-899¢-60f70b5e05e2 751046025fc5e0d3336e14 qsteNXwLTKE/vNhI6VGwFPDYwBFeDi

Guatemala

Colombi
a

20/04/2025 15:37:54 80f9d66d-b12¢-416d-899¢-60170b5e0562 G87e7a33b4bhab0as00d7007ddadcToMBbAIATE. o) 1L INGANVISHESTLIN TGS
740cecd454a7e9a4197801eec

190.148.157.

El Salvador 67.14.244.225 B
19/04/2025 18:39:17 80f9d66d-b12¢-416d-899¢-60f70b5e05€2 033017d90103dbb8d44dcaS2e956f2431730436 1y o ey 7 WK THIOZZVAEV:2XMIG

21fc0013fch29bc22fab419

i bc909cd1879304d8295fee5689099758a68d51f62 ; .
15/04/2025 18:44:23 80f9d66d-b12c-416d-899¢-60f70b5e05e2 44abfabade30970ad826723 JHWEDc1aDigtDcyqLHviXxRHO77jtQgnl

smarlid



Transactional

Operations

OPERATIONS PERFORMED Operational Summary Login Types

7

Category Transaction Quantity

Transactions

Account Addition Third Parties

Account Addition ACH
LOGINS PERFORMED

116

2,546.12

Total transactions Minimum amount Maximum amount Average amount

Operations

@ Regular Logins...

@ Account Additions...

@ Biometric Logins...
Third Party Logins...
Third Party Transfer...

@ Account Additions...

@ ACH Transfers

@ Auth. Transfers...

Transactional summary

Category Transaction Quantity Accumulated Minimum Maximum Average

Transfer Third parties 27,284 175 5,000 2,098.77

0-2 2-4 4-6 6-8 8-10 10-12 12-14 14416 16-18 1820  20-22 22-0
Time

Transfer ACH 15,500 1,000 11,500 5,166.67

Transfer Mobile self-transfer 500 500 500 500

smarlid



| Rules
Engine

Login
- Simple Rules

- Custom Rules

- Device Behavior

- User Behavior
- Al Risk Score

Transactions
- Simple Rules
- Custom Rules

- Transactional Behavior
Al Risk Score




Production Environment

Add to blacklist

Omar Amezquita

oamezquita@smartidsuite.ai Smartld
Administration

Queries 275ca2219edfead 1046a363178fcbt o
stems.com 24/02/2026 15:38

Logs

Dashboards
Smartld 155 LS ey relsystems.com 02/02/2026 11:49
List Management

32 2ab251f4d5f7006d35cbecafa9e6a87:

' ystems.c /2026 11:49
911108b7c2840ed7 ystems.com 026 11:4

Whitelists
Rules Management

IP address = sotz velsystems.com 09/01/2026 11:09 i ) . .
aare ems.com > Blacklist Blacklist Blacklist Blacklist

SmartiD User IP Address Country

2, A @

Action to Execute Action to Execute Action to Execute Action to Execute

Smartld e77bh90b-5 9-787b4bfc84c4 co |systems.com 17/12/2025 09:31

Block user Sign out Sign out None

Notification to send to customer Motification to send to customer Motification to send to customer Notification to send to customer

None None None None

Send notification to administration Send notification to administration Send notification to administration Send notification to administration

No No No No

BT TS T TS
smarlid



Devel - Demo

Production Environment

Show Columns
5 columns in the table
Omar Amezquita

oamezquita@smartidsuite.ai
Administration

Queries 11/12/2025 11:27:03 Deteccion de Malware = SmartlD: bbbb-cccc-titt
Logs
Dashboards 19/09/2023 09:59:38 Dispositivo en lista negra

List Management

Blacklists 19/09/2023 09:34:53 20/09/2023

Whitelists

o Dispositivo nuevo para el usuario o
14/09/2023 17:10:49 : ‘ 15/09/2023

desde el extranjero

For Transactions

Rules Management
12/09/2023 08:47:08 Dispositivo en lista negra 13/09/2023

smarlid



Device is root Hooking Detection IP is from TOR

Action to execute Action to execute Action to execute

None Log out Block user

Notification to send to client Notification to send to client Notification to send to client

None None None

Send notification to administration Send notification to administration Send notification to administration

No

Devel - Demo

Production Environment

g0Channels 01/01/2025 06/03/2026 5

Omar Amezquita

oamezquito@smartidsuite.ai BANCA EN LiNEA BANCA EN LINEA

TOTAL USERS TOTAL DEVICES TOTAL CONNECTIONS
Administration

Queries

Logs

Dashboards BANCA MOVIL BANCA MOVIL
TOTAL USERS TOTAL DEVICES TOTAL COMNNECTIONS

Events 4- 6 3¢ l

Heatmap

User Behavior

DSTOKEN DSTOKEN
List Management

TOTAL USERS TOTAL DEVICES TOTAL CONNECTIONS

119 2,640

Rules Management




New device, added Account
(ACH) or Third Parties

Time validity in minutes

10

Transactions to validate

['add accounts','ach’]

Action to execute

None

Notification to send to client

None

Send notification to administration

Yes

smarlid

Transaction

New device, anomalous
transaction

Time validity in minutes

10

Transactions to validate

[‘'extrafinancing','request extrafinancing

Action to execute

None

Notification to send to client

None

Send notification to administration

Yes

New device and tax payment

Time validity in minutes

10

Transactions to validate

['pay taxes','pay taxes']

Action to execute
— Maximum ACH transfer amount must be less than the amount, at any

None schedule in the last 90 days.

Notification to send to client

Field Operator
None

ACH Transfer: Maximum Amount <

Send notification to administ

Yes Schedule

Any

Time range - Last 90 days

90

From 1 to 90 days

<+ Add Condition + Add Group

O Remove Condition =~

Compare with

Amount



Machine

- Custom thresholds
[ t— - Configurable actions
- Configurable notifications

Low Risk Medium Risk High Risk

Action to execute

Logout Block user (+1 action)

Notification to send to clien Notification to send to clien Notification to send to client

Send SMS Send SMS Send Email (+1 no...)




Compound Score

=3 DevelSystems
@ SmartiD

Suspicious New User Rule

Diego Granados
Rules Actions

Administration Tor N ‘
or Networ 5 ;

Logins / Custom Rules Low Risk

Queries Decd:

-
-

Logs

Source Account Blacklist

Events Transactions - Simple Rules

Case Review

Dashboards Medium Risk Medium Risk

List Administration Machine Learning - Machine Learning Rules
50 7 Identity Verification

Rule Administration

Login Rules Transactions Exceeding User Max
Behavior - Behavior Rules

Transaction Rules

ST o

Alerts 75 User Blocking

Templates

Group by:

1ping

Session

smarlid



@ SmartID Assistant

Heilo, Lesther Vegal How can | help you today?

How many logins do you have registered

In total, there are 69,884,061 logins registered in the system.

give me the top 5 SmartIDs with the highest number of unique users

Here are the top 5 SmartIDs with the highest number of unique users:

1. SmartID: 4f610c24a031097¢cac96717413¢c99909 - Unique Users: 118
2. SmartID: ab%ab%e17a5656c3cba2648ee0a89477 - Unique Users: 60
3. SmartlD: 62eccb980bféa5f0eebaa73a7e666672 - Unique Users: 57
4. SmartID: 3eca8a2931e5197e13591043f81ab107 - Unique Users: 52
5. SmartID: 34066461ef00alad7afc69f3168f5a10 - Unique Users: 52

If you need more details, don't hesitate to ask.

smarlid



Dashboard with

’@ SmartlD Assistant

8 Edit Mode (Enabled)

Trend and Indicators

Configure Widget

Pie Chart © Progress and Metrics

Data List 1 0-402
m @ Latine

® Vocibus
EUM PRIMIST

® Adole

{
o/

® Scens CHORO VOCIBUS
A —

LATINE USU EX

Type a message...

smarlid



Case Review

Guatemala

1712957136
1712956873
1712957329
1712957467

1712955267

171 7NCCA00

smarlid

New device, Added account (ACH) or
Third Parties:add accounts - third parties

New device, Anomalous
transaction:affiliation - push

Addition to blacklist due to IP change
between login and tx:add accounts - third
parties

Transactions from multiple users from a
new device: Transactions from multiple
users from a new device:transfer - third
parties

New device for the user

Acrimnrmante evnatan nn Al cnliconn cnanl

6254ef...

544b5d...

01/03/2024 [=)

655042...

95fd02...

78e32d...

471b20...

30/05/2024 (=) Al

Pending

Pending

Closed

Pending

Transactional

Transactional

Transactional

Transactional

Operational

12/04/2024 15:18:58

12/04/2024 15:17:28

12/04/2024 14:41:52

12/04/2024 09:42:57

02/04/2024 17:31:54

AINAMNMATIA 1T7921.6Nn

Case

21/05/2024 20:38:02

16/04/2024 15:46:44

02/05/2024 17:10:30

21/05/2024 21:06:20

16/04/2024 15:37:15

AMNeEnMAT A 179961

jmartinez@develsystems.com

X
Case No.: #1712957136

:Z] Activity £ History

General Details

User 655042...

SmartiD ch6all..

New device, Account added (ACH) or Third-parties:add

Activated Rule . .
accounts - third parties

Type Transactional

Identifier c56a11bbf964e8e8fcf3585093¢c937e€3...

Closed

Creation

12/04/2024
Date

Last

Modification 21/05/2024




Notification

Your BAMnet account has been logged into from a
new device

Windows 10

5s: 165.26.32.128

smarlid
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o Channels

WEB BANKING
TOTAL USERS

225,523

BUSINESS BANKING

TOTAL USERS

R RN
)OO L)/(,

MOBILE BANKING

TOTAL USERS

948,982

TOTAL DEVICES

280,401

TOTAL DEVICES

~A R0
@ )\3\(1

'.:'\

TOTAL DEVICES

Start date

End date

24/03/2025 o 24/04/2025

TOTAL CONNECTIONS

1,359,472

TOTAL CONNECTIONS

1,466,790

TOTAL CONNECTIONS

& B 4

7 100 250
.’/ f OQ\SDU

WEB BANKING

BUSINESS BANKING

MOBILE BANKING

E‘j Refresh data




TOTAL ALERTS ACTIVATED RULES BLOCKED USERS CLOSED SESSIONS NOTIFICATIONS SENT

/ 99

Rules with the highest number of events Users with the highest number >

Number of
events

Event timeline New device for the user 2,184

190

180

170

160

150

140

130

120

110

100

90

80

70

60

50

40

30

20 -

10 Py ®

® 0 e € I © i  — T e S—
+ P A0 O P

Weblntegrity 697

IP is from a Proxy 339

Concurrent sessions in

the same channel 2

Blacklisted user

Blacklisted device

IP is from TOR

smarlid
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@ SmartiD

Omar Amezquita

oomezquita@smartidsuite.ai

@ Administration >
Queries

D Logs >
Dashboards v
Logins

Events

User Behavior

List Management >

# Rules Management »

Devel - Demo

RBEO

Production Environment



< smarlid

30-day pilot
no integration cost

In 30 days you will see exactly how many attacks you are not
detecting today and how many false positives you can
eliminate.

5 https://smartidsuite.ai 5 sales@smartidsuite.ai () 1SO 270001 Certified

smarlid
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