
Intelligent fraud prevention

Zero friction

AI Platform for digital banking

+125 billion transactions · +12 billion protected sessions



Alarming Increase
33% of fraud from social engineering. 90% 

more cases of stolen devices. 113% 

increase in malware fraud.

High Costs
Each fraudulent transaction costs 4.59 times 

its value. Banks and fintechs lose clients 

and money.

The banking fraud 

problem



1. Phishing

Usually occurs from a new device. 

The attacker cannot easily replicate 

normal user behavior. Transactions 

carried out by an attacker typically 

differ from normal ones.

2. Hijacking / Hacking

- Cookie theft

- Simultaneous sessions on 

different channels

- Bot and emulator detection

3. Malware

- Runtime App Self-Protection 

(RASP)

- Integrity Checks

- Threat Intelligence

The banking fraud 

problem



Financial
Fraud in 
LATAM

Causes millions in 

losses across LATAM.

Traditional solutions are 

no longer enough.

Our Suite has achieved 

zero fraud in electronic 

channels for our clients.

SmartID is a cloud-based 

security service powered by 

Artificial Intelligence that 

identifies users, devices, and 

transactions, enabling real-time 

prevention of cyber fraud



Comprehensive 
solution



Unique features

Multi-device and API integration
Native SDK for mobile devices (Android / Apple) and JavaScript SDK 
for Web applications.

Admin Console & Data Analytics
Provides reports for retrospective and proactive forensic data 
analysis, as well as a graphical interface to examine and investigate 
data trends.

Real-time service suspension
Your company will have the flexibility to stop the use of any device 
due to electronic fraud and credential or identity theft.



How does it work?

User Devices Electronic 
Channel

Behavior Module
▪ User Behavior
▪ Device Behavior
▪ Transactional Behavior
▪ Artificial Intelligence

Valid Session

Authentication
Authentication and Authorization
▪ Identity Verification
▪ Multi-Factor Authentication

Compromised Session
▪ Close Session
▪ Block User
▪ Send Notification
▪ Request 2FA

Integrated cybersecurity strategy and regulatory compliance



Authentication and 
Authorization

Identity
verification

Multi-Factor 
Authentication 

Enablement



Identity 
verification

Identity verification
Verifies that your user's identity document is valid, 
belongs to the user, and is trustworthy.

Biometric verification
Checks that a user's photo matches validated sources and 
passes video liveness verification.

Government Data
Verify that the data your users submit matches official 
government records (Renap). If there is a match, you can 
be sure your users are real people and their documents 
are valid.



FACIAL RECOGNITION
Stable and robust facial recognition under 
varying lighting conditions.

70 FACIAL FEATURES
Detection of 70 facial points, with smooth 
feature tracking in video.

LIVENESS DETECTION
Anti-spoofing that enhances security and 
identification through liveness verification 
in facial recognition.

FACIAL EXPRESSIONS
Automatic recognition of expressions like 
blinking and smiling, in both images and 
video.

FACIAL DETECTION
Fast and accurate facial detection (even 
with a mask), in both still images and 
video.

GENDER AND AGE 
RECOGNITION
Automated gender and age recognition, in 
still images and videos.

MASKED FACE DETECTION
Automated detection of mask-covered faces, in photos 

and videos.



Enabling Multi-

Factor 

Authentication



MOBILE

SOFT TOKEN
This delivery method allows you to easily access 
your Tokens on your phone, which are generated 
offline, with the design and integration you require.

It also features an easy-to-integrate SDK that can be 
embedded in any app you choose.



NOTIFICACIONES

PUSH
DSToken offers the ability to receive Push 
notifications through the Softoken app, allowing 
users to approve or deny their transactions securely 
and reliably.



Enabling Multi-Factor Authentication



Login with push notification 
and liveness check



Login with Push 
Notification
1. Enter username and select "Login with 
Passwordless"

2. Screen shown to approve transaction from 
registered device



Login with Push 
Notification

3. Open Push Notification 4. Perform liveness check 5. Open Push Notification



Login with Push 
Notification

6. Successful login



Login on mobile app with 
liveness check



Login on
Mobile App



Security Module

Operations and 
transactions 
monitoring

Device recognition
AI and Machine

Learning



User Behavior



Device Behavior



Transactional 
Behavior



Rules
Engine

Login
- Simple Rules
- Custom Rules
- Device Behavior
- User Behavior
- AI Risk Score

Transactions
- Simple Rules
- Custom Rules
- Transactional Behavior
- AI Risk Score



Black Lists



White Lists



Login Rules



Transaction Rules



Machine Learning 
Engine

- Custom thresholds
- Configurable actions
- Configurable notifications



Compound Score 
Rules



AI 
Assistant



Dashboard with AI 
Assistant



Case 
Review



Notification 
delivery



Login Dashboard



Events Dashboard



Heat
Map



30-day pilot

no integration cost
In 30 days you will see exactly how many attacks you are not 

detecting today and how many false positives you can 

eliminate.

https://smartidsuite.ai sales@smartidsuite.ai ISO 270001 Certified
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